Process for Download
Receipt of email with pick up PIN

Once SafeScrypt CA approves the request after due validation process,
subscriber will receive an email with a PIN and link to pick-up the Certificate
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Fram: consumerid_support@safescrypt.com Sent:  Tue 04,03/2014 5:23 PM
Ta: digitalsignature @charteredinfo.com
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Dear Test Certificate,

Your Administrator has approved vour Digital ID request. To assure that someone else cannot obtain a Digital ID that contains vour personal
information, vou must retrieve vour Digital ID from a secure web site using a unique Personal Identification Number (PIN). You can retrieve vour
Digital ID by following these simple steps: 2&%‘;]-{;5'&”'E“WD‘-C"'" Gatescy ptea)

Step 1: Visit the Digital ID retrieval web pa ptjdata=04032132007671740543134 up a customized location for retrieving vour Digital ID, vou should visit
the URL specified by vour Administrator. {Click to follow link D at

https:/dsc safescryvpt com /SafeScryptCA 2000 html7otldata=04032132907671740548134

Step 2: In the form, enter vour Personal Identification Number (PIN)

Your PIN is: 04032132007671740548134 Step 3: Follow the instructions on the page to complete the installation of vour Digital ID. If vou have any
questions or problems, please contact vour Administrator by replving to this e-mail message. Warm Regards, SafeScrypt CA

To pick up the certificate, subscriber needs to insert the same token which
has been used for the enrollment and need to click on the link in the Pickup
PIN mail.

Click on download and the cert will get installed to the Token directly
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Web Access Confirmation e

This Web site is attempting to perform a digital certificate operation on
your behalf:

https://dsc.safescrypt.com/SafeScryptCA/S2000.htmiTotldata=110121221
61109864461536

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

,f_l_' Certificate installed successfully I




Verification of Successful Pick up

To verify the successful pick up, login to the Token and the contents should
look similar to the below screen shots.

.‘ﬂt Feitian PKI Manager - ePass2003 ;IEIZ'

Welcome to Feitian PKI Manager.

_— Log out |
& Token list
EFR@ ePass2003
E..{:E{ er Cert|ﬁcat A T —_ |
Public Key
1h Private Key m |
Delete |

Hide Details-= !l

Field | Yalue |

Applicant Name Test Certificate (g ez (P |
Issuer Name SafeScrypt sub-CA for RCAI Class 1 2012

walidity Period 2014-3-4 - 2014-4-3

key Usage/Cearitificat,.. Digital Signature, Mon-Repudiation Change Token Mame |
Serial Murmber 19 E1 04 02 02 0000 0C

Container name 79000483 10e3-4c0d-9e8c-3249d6C2ac12

Certificate Wisw |

Exit |




Including SafeScrypt CA chain to the Token

Right Click on User Certificate >> Import Certificate >> Import a
certificate from a file
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Welcome to Feitian PKI Manager.
Log out |
A Token list
£33 ePass2003
=0 User Certificates T 1
= Test Certificate’s SafeScrypt sub-Ca, for RCAI Class 1 2012 : :
4 public Key
14 Private Ke
i 4 Export |
Delete |
Hide Details-= !l
Field | Walle | -
Token Mame ePass2003 dREmES) Jeer P |
Manufacturer Feitian Technologies Co., Ltd
Model ePass2003
Serial Murnber 1B926011001C302F Change Token Mame |
Total Memory 63488
Free Mermory 43008
Ma PIN Length 233 Certificate Yiew |
Min PIN Length a
Hardware Version 1.0 1=
Firmweare Yersion 1.0
FTPS FIPS 140-2 Carmnatitle = Lo
Exit |

Feitian PKI Manager - ePass2003 5'

~Select a cartificate file to import

&' From File I

¢ From Store | j

File: password: I

Ok Cancel




Select a CA file and click on Open, click on Yes and you will get a message

that the import was successful, repeat the process for the remaining all CA
certs.

Feitian PKI Manager - ePassZ2003 llil
Lock in: | = SafeScuptRoats j QT E-

=] cca India 2011.cer

=] safescrypt_Ca_2011.cer

=] safescrypt_sub-Ca for RCAL Class_1 2012.cer
L] safescrypt_sub-Ca for RCAL Class 2 2012.cer
=] safescrvpt_sub-Ca For RCAL Class 3 2012.cer

File name: I Open

Files of type: IEertificate files[".pka:". p1 2:" cer) j Carcel |

[ Open az read-only
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Token will display all the SafeScrypt CA certs as shown below

M Feitian PKI Manager - ePass2003 i |EI|5|
Welcome to Feitian PKI Manager,
; Log out
B3 BPass2003 -l |
E-_1 User Certificates
e Test Certificate’s SafeScrypt sub-Ca for RCAT Class 1 2012 | Trport ]
e P PUblic Key : :
Tk Private Key
B0 Ca Certificates
- . Export: |
SafesScrypt sub-CA for RCAT Class 1 2012's SafeScrypt Ca 2011
SafeScrypt Ca 2011's CCA India 2011
=) CCA India 2011 CCA India 2011 —
(B Delete |
Hide Details-= !I
Field | Wallie | -
Token Marme ePass2003 drznga ey il |
Manufacturer Feitian Technologies Co., Ltd
Model ePass2003
Serial Nurnber 1B9Z6011001Ca02F Change Token Name |
Total Mernory f3435
Free Mermory 20264
Max PIN Length 255 LR |
Min PIN Length =]
Hardware Wersion 1.0 1=
Firmware Yersion 1.0
FIES FIES 142 Cnmnatible I =
Exit |




